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Start
SilentKnight checks your Mac’s key security systems to ensure they’re up to date, enabled and working. It reports 
in five sections that can be opened and closed by clicking on the chevron ∨ or >  at the left of each section title. 
When you close its main window, SilentKnight quits automatically.  ➜ Beta-release notes

Toolbar:
➜ Check All
➜ List Updates
➜ Install Updates

Report:
➜ Malware protection
➜ macOS & Firmware
➜ Security systems
➜ Reduced security
➜ Updates
➜ Information

Topics:
➜ FileVault
➜ XProtect
➜ XProtect Remediator
➜ XProtect Remediator Scans
➜ Failed updates
➜ Apple silicon security on non-English systems
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Check All

When you first open SilentKnight, click on the Check All tool in the toolbar. At this stage, it will be the only 
tool shown there.

SilentKnight connects to my GitHub server and downloads details of the current versions of macOS, 
firmware and security data for your Mac. The app checks those found on your Mac, compares them, and 
displays the results.

Those considered to be up to date are prefaced by the emoji 

✅

 or 

"

 to indicate a ‘pass’. Those 
considered to merit further checking or action on your part are prefaced by 

#

. Those that appear to 
be out of date or that need attending to are prefaced by 

⛔

.

Once those results are shown, to check for any available updates click on the List Updates tool, 
which is now to the right of the Check All tool.

➜ List Updates ➜ Install Updates
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List Updates

Click on the List Updates tool for SilentKnight to connect to Apple’s servers and request a list of all system 
and security updates available for your Mac, using the following command:
softwareupdate -l --include-config-data

It then analyses the list returned to see if any are macOS updates, and reports them separately. If there 
are updates it can install, the Install Updates tool is shown at the right of the toolbar, to enable you to 
download and install those. SilentKnight can’t install macOS updates or upgrades, though: for those you’ll 
need to use Software Update in System Settings.

➜ Check All ➜ Install Updates ➜ Updates ➜ Failed updates
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Install Updates

The Install Updates tool only appears when SilentKnight has found updates for your Mac that it can download 
and install. When you click on this button, SilentKnight runs the command:
softwareupdate -ia --include-config-data [list of labels]
with the labels for each of the updates it can install, excluding macOS. When those have been installed, it adds 
details of those installations, including any errors that may have occurred.

➜ Check All ➜ List Updates ➜ Updates ➜ Failed updates
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Malware protection

This displays details of the security systems in macOS to detect and (when possible) remove malware. For 
XProtect and XProtect Remediator (XPR) it displays the version installed on your Mac, the version it 
expected to find, and details of the last update installed.

The last line reports how many scans have been performed by XPR over the last 36 hours, and includes 
the numbers of those that were cancelled routinely, as well as any that reported detections or 
remediations. These can only be performed when SilentKnight is run using an admin account, and are 
omitted when using a standard user account.

➜ macOS & Firmware ➜ Security systems ➜ Reduced security ➜ Updates
➜ Information ➜ XProtect ➜ XProtect Remediator ➜ XProtect Remediator Scans

https://eclecticlight.co


➜ Start

The Eclectic Light Company blog – https://eclecticlight.co

macOS & Firmware

This displays details of the version of macOS running, the version expected, the mBoot firmware found, 
and that expected.

Firmware is only updated when macOS itself is updated, not independently. The version installed will be 
that included with the most recent version of macOS installed on that Mac, including any installed to an 
external disk. Firmware updates are normally included with security updates to older major versions of 
macOS, as well as those for the current version of macOS.

If you install a beta-release of macOS, that may well come with a firmware update to a higher version 
number than the current release of macOS. SilentKnight will report those versions, but should recognise 
the firmware is still up to date.

➜ Malware protection ➜ Security systems ➜ Reduced security ➜ Updates ➜ Information
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Security systems

These include:
• Secure Boot, set in Startup Security Utility in paired Recovery. This should normally be Full, but can be 

Reduced to load third-party kernel extensions, and may even be Permissive when SIP is disabled.
• SIP, controlled by csrutil as usual.
• SSV, should always be enabled unless running a modified version of macOS.
• Kernel CTRR and Boot Arguments should normally be enabled.
• Allow All Kernel Extensions, set in Startup Security Utility as an additional option to Reduced Security, to 

allow the loading of third-party extensions when required. This should normally be set to No.
• Privileged MDM Operations should be set to No.

➜ Malware protection ➜ macOS & Firmware ➜ Reduced security ➜ Updates
➜ Information ➜ FileVault ➜ Apple silicon security on non-English systems
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Reduced security
Macs should be run with Platform Security full whenever possible. One reason for reducing that is when it’s 
essential to use third-party kernel extensions. Those are controlled in Startup Security Utility in Recovery. If 
your Mac has enabled third-party kernel extensions and doesn’t need to, disable them in that utility and set 
Secure Boot back to Full Security.

Another reason for reduced security is when you need to disable System Integrity Protection (SIP). 
Although it can be necessary to disable SIP, you should never run a Mac for any longer than is essential 
with SIP turned off.

If SIP is turned off, turn it back on by starting your Mac up in Recovery mode, opening Terminal there and 
typing in the command
csrutil enable
Quit Terminal and open Startup Security Utility, where you should set your Mac back to Full Security.

If XProtect is shown here as being disabled, Gatekeeper checks ignore the results of its malware checks. 
To enable it again, try the Terminal command
spctl --enable
although that often isn’t successful, and you’ll then need to use
sudo spctl --global-enable

➜ Malware protection ➜ macOS & Firmware ➜ Security systems ➜ Updates
➜ Information ➜ FileVault ➜ Apple silicon security on non-English systems
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Updates
 

This section reports the results of the List Updates and Install Updates tools.

When you click on List Updates, SilentKnight requests Apple’s servers for a list of available updates for 
your Mac. If none are available, that’s reported and no further action is needed.

When there are updates available, SilentKnight analyses the list and sorts items into two lists, those that it 
can download and install, and all macOS updates which it can’t.

Click on Install Updates and SilentKnight then requests the list of those updates it can download and 
install, and reports the results in this section once that’s complete. If there are also outstanding macOS 
updates available, you then need to use the Software Update section in System Settings to install those.

Because of the way that XProtect is now updated, its updates delivered this way don’t update the primary 
copy of XProtect. Although you should still let SilentKnight install those updates, you may need to use the 
xprotect command in Terminal to update that primary copy of XProtect. A future version of SilentKnight 
should be able to do that for you.

➜ List Updates ➜ Install Updates ➜ macOS & Firmware ➜ Security systems
➜ Reduced security ➜ Failed updates
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Information

This section gives useful details about your Mac:
• its regular model name
• the name used to distinguish its exact model and type
• the version of macOS it’s running at the moment
• the current version of macOS it should be running
• the version of SilentKnight, and the date and time of this set of checks.

➜ Malware protection ➜ macOS & Firmware ➜ Security systems ➜ Reduced security
➜ Updates
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FileVault

FileVault protects the contents of disks by encrypting them. Data volumes on the internal storage of Apple 
silicon Macs are always encrypted, although their default encryption doesn’t use your password. If there’s 
any risk that someone else could gain access to private or sensitive data on your Mac, you should turn 
FileVault on. This is an option you control in the Privacy & Security section of System Settings.

To check whether FileVault disk encryption is turned on, SilentKnight runs the shell command
fdesetup status
This only applies to the Data volume on internal storage, although external volumes can also be encrypted using 
FileVault when you wish to protect them.
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XProtect

XProtect is responsible for checking apps and some other files for tell-tale signatures indicating that they are 
malicious. It should always be enabled: if it’s reported in its box at the left to be disabled, you should enable it as 
soon as possible. 

Apple periodically updates its signature and malware definitions using pushed security updates. To determine the 
current version of XProtect data files installed, SilentKnight obtains the version number of /var/protected/xprotect/
XProtect.bundle using the command xprotect version. macOS Sequoia and later can only update XProtect 
using its command tool xprotect. To discover whether a newer version is available, enter into Terminal
sudo xprotect check
If that returns a version number higher than that installed and reported by SilentKnight, install that update using 
sudo xprotect update

When updated, new data takes immediate effect, so you don’t need to restart your Mac.

To check that Gatekeeper/XProtect protection is enabled, SilentKnight runs the shell command
spctl --status
which should always return that assessments are enabled.

➜ Malware protection ➜ Reduced security ➜ XProtect Remediator ➜ XProtect Remediator Scans
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XProtect Remediator

This tool is located at /Library/Apple/System/Library/CoreServices/XProtect.app. It’s routinely updated 
every month or two, and consists of a number of scanning modules that are run in the background when 
your Mac isn’t busy. Most are designed to detect and remediate specific types of malware, and one module 
replaces MRT in its functions.

The version number shown is that of the XProtect.app bundle.

➜ Malware protection ➜ XProtect ➜ XProtect Remediator Scans
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XProtect Remediator Scans

When any of XProtect Remediator’s (XPR) scanning modules completes a scan, it should write a short report in 
the Unified log. SilentKnight checks those log reports over the last 36 hours, and here reports the total number it 
has found, the number of any detections/remediations as 

⛔

 alerts, and the number of any others meriting your 
attention as 

⚠

 warnings. If your Mac hasn’t been running long enough over that period for any scans to have 
been reported, that is declared with a red question mark 

❓

.

Most of those scans are run against a timer. If the scan takes longer than allowed, XPR automatically cancels 
further scans in that series. This is very common, and not unusual. SilentKnight now reports those cancelled 
scans with the 

⏹

 emoji symbol.

To obtain further information about XProtect Remediator reports, use XProCheck. Security apps using Apple’s 
Endpoint Security may be able to provide more details too. 

To be able to inspect the log, you need to be running as an admin user. When SilentKnight opens, it checks that, 
and the state of your log files. If you’re only running as a regular user, or it’s unable to access your log for another 
reason, this check isn’t performed.

➜ Malware protection ➜ XProtect ➜ XProtect Remediator
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Failed updates

Sometimes updates aren’t found, even though others can download and install them, or they fail to install 
correctly. The latter are clearly show in the lower text box, which records the update being downloaded, but then 
failing to install, leaving the version number unchanged.

If you’re obtaining your Mac’s updates through a local Content Caching server, the next step is to temporarily 
disable that in Sharing. Quit SilentKnight, open it again, and try installing the update(s) again. Once installed 
successfully, you can enable the Content Caching service again.

If you’re not running a Content Caching server, or have other problems, try restarting your Mac and running 
SilentKnight again. If that still doesn’t work, start your Mac up in Safe mode and repeat the process there.

Any persistent failure to obtain and install security data updates should be reported to Apple Support or, if you 
have access as a developer, through Feedback. Apple does take security update problems seriously, as they 
could compromise your Mac.

➜ List Updates ➜ Install Updates ➜ Updates
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Apple silicon security on non-English systems

Most information about macOS is available in English, regardless of the primary language in use at the time, 
which allows SilentKnight to analyse results. One exception to this is the information about Apple silicon Platform 
Security, which is only available in the current primary language.

Because of that, SilentKnight is unable to parse Platform Security information when your Mac is running with a 
non-English primary language. The only solution at present results in the SIP & Platform Security reporting limited 
or partial Platform Security. The full report is then given in the lower text box, so you can check in your primary 
language whether the full details of Platform Security settings.

I apologise for this inconvenience, but I have been unable to find a language-independent substitute, and can’t 
parse dozens of different languages to work out whether the results are normal.

➜ Security systems
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Beta-release notes
This is the first beta-release. Although it should perform the functions claimed, testing of updating has been 
limited.

Currently, checking for updates and installing them are still run on the main thread, and not in the background. 
Because of that, a spinning beachball cursor will be displayed during both procedures until results are displayed in 
the main window. If you think SilentKnight has run into problems, force quit the app, which should also terminate 
any actions such as downloading and installing updates.

Unlike previous versions of SilentKnight, XPR scans are checked whenever the Check All tool is clicked. However, 
they can only be checked when SilentKnight is run from an admin account, as that’s required to obtain the log 
entries required.

Because SilentKnight now excludes any macOS updates from those that it downloads and installs, there currently 
isn’t a separate feature to download and install named updates. I don’t intend adding that for the moment. If that’s 
a problem for you, please let me know.

This version doesn’t yet provide any means of saving SilentKnight’s results in the form of a report. A future version 
will.

Thank you for testing SilentKnight out for me, and for providing your comments.
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