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(new M1 Mac)

Restore in DFU
(erased M1 Mac)

New OIK –> Secure Enclave
public key

private key – Owner Identity Key

Creation of default state

New UIK for Activation Lock
User Identity Key (UIK)

certification request
(Apple)

If associated with lost Mac
(Find My Mac)

UIC refused

Can’t create LocalPolicy
–> setup fails

Success
Issued with User Identity Certificate

ucrt

OIK public key sent to BAA

Basic Attestation Authority server
(BAA)

verifies certification request

BAA issues signed OIC
(Owner Identity Certificate)

BAA refuses to issue OICOIC –> Secure Enclave

OIC attached to all LocalPolicies 
by Secure Enclave

RemotePolicies set
to constrain LocalPolicies

signed in to ucrt

M1 Macs: Initial Key & Certificate Creation
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