
OPTIONAL
Add Info.plist file

If used, best to include at least:
Bundle indentifier com.myco.toolname
Bundle name toolname
Bundle versions string, short 1

In Packaging ensure
Create Info.plist Section in Binary Yes
Info.plist File path is given

Add signing & hardening

In Signing ensure
Code Signing items set
Enable Hardened Runtime Yes

Build Archive
for signed, timestamped, hardened tool

Xcode

Check
codesign -dvvvr - toolname

Packages
(or equivalent)

Opt for flat package

Set Project, Settings

Add Payload
Cmd-. to view all

Select /usr/local/bin or path
+ to add hardened tool

In Project, Project/Set Certificate

Ensure you have app-specific password for altool
from https://appleid.apple.com/account/home

Submit to Notary Service
xcrun altool --notarize-app --primary-bundle-id "com.myco.toolname.pkg" --username 
"yourappleid@me.com" --password "zzzz-zzzz-zzzz-zzzz" --file ToolnameInstaller.pkg

Record returned RequestUUID for reference

Staple ticket to package
xcrun stapler staple “ToolnameInstaller.pkg"

Check
spctl -a -vv -t install ToolnameInstaller.pkg

Test:
put package into Zip etc. to deliver

add quarantine flag (xattred)
open and install on Big Sur system

Terminal

Test Mac

Executable=/Users/hoakley/Documents/blowhole
Identifier=co.eclecticlight.blowhole
Format=Mach-O universal (x86_64 arm64)
CodeDirectory v=20500 size=773 flags=0x10000(runtime) hashes=15+5 location=embedded
Hash type=sha256 size=32
CandidateCDHash sha256=c7ea4e7824cbfe9c3327323c8d928b2bb7521d57
CandidateCDHashFull 
sha256=c7ea4e7824cbfe9c3327323c8d928b2bb7521d579b45d9ede4d2527a3a2ae446
Hash choices=sha256
CMSDigest=c7ea4e7824cbfe9c3327323c8d928b2bb7521d579b45d9ede4d2527a3a2ae446
CMSDigestType=2
CDHash=c7ea4e7824cbfe9c3327323c8d928b2bb7521d57
Signature size=8926
Authority=Developer ID Application: Howard Oakley (QWY4LRW926)
Authority=Developer ID Certification Authority
Authority=Apple Root CA
Timestamp=25 Aug 2020 at 07:49:18
Info.plist entries=14
TeamIdentifier=QWY4LRW926
Runtime Version=11.0.0
Sealed Resources=none
designated => anchor apple generic and identifier "co.eclecticlight.blowhole" and (certificate 
leaf[field.1.2.840.113635.100.6.1.9] /* exists */ or certificate 1[field.1.2.840.113635.100.6.2.6] /* 
exists */ and certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists */ and certificate 
leaf[subject.OU] = QWY4LRW926)

2019-06-11 13:10:38.353 altool[72153:25911638] No errors uploading ‘ToolnameInstaller.pkg'.
RequestUUID = 0000000-0000-0000-0000-000000000000

Processing: /Users/username/Documents/ToolnameInstaller.pkg
Processing: /Users/username/Documents/ToolnameInstaller.pkg
The staple and validate action worked!

ToolnameInstaller.pkg: accepted
source=Notarized Developer ID
origin=Developer ID Installer: Developer Name (QWY0LRW000)

Build package
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Query Notary Service
xcrun altool --notarization-info 0000000-0000-0000-0000-000000000000 

-u "yourappleid@me.com" -p "zzzz-zzzz-zzzz-zzzz"

List recent notarization history
xcrun altool --notarization-history 0 -u "yourappleid@me.com" -p "zzzz-zzzz-zzzz-zzzz"


